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Abstract

We propose a new technique to encrypt an image for secure image transmission. The digital signature of the original
image is added to the encoded version of the original image. The encoding of the image is done using an appropriate
error control code, such as a Bose-Chaudhuri Hochquenghem (BCH) code. At the receiver end, after the decryption of
the image, the digital signature can be used to verify the authenticity of the image. Detailed simulations have been
carried out to test the encryption technique. An optical correlator, in either the JTC or the VanderLugt geometry, or a
digital correlation technique, can be used to verify the authenticity of the decrypted image.
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1. Introduction

Information security is becoming more and
more important with the progress in the exchange
of data for electronic commerce. Images have
considerable utility in our daily life. They are the
basis of most security verification systems and are
widely used for the identification of people, veri-
fication of cards, and other identities. Thus, reli-
able image encryption techniques are of utmost
importance for the protection of data from coun-
terfeiting, tampering, and unauthorized access [1-
12]. These image encryption techniques employ a

kind of randomness, which cannot be inferred by
other unauthorized users.

A primary image encryption technique involves
a process in which a primary image is encoded
with two random phase masks. One mask is placed
in the input plane and the other one in the spatial
frequency plane. This results in the formation of a
stationary white noise. In the decoding process,
the encoded or the encrypted image is Fourier
transformed, then multiplied by the complex con-
jugate of the random phase mask, and finally in-
verse Fourier transformed. This is known as the
double random phase encoding system [1,2]. Op-
tical implementations of the double random phase
encoding system have also been reported. The
encrypted image is recorded as a hologram by
using a reference beam and the decryption of the
image is done by using the phase conjugate of the
random phase mask.
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Nomura and Javidi [3] have demonstrated the
double random phase encoding technique using the
joint transform correlator architecture. Zhu and
Liu [4] have proposed a new optical image en-
cryption algorithm based on multi-fractional
Fourier transform. Image encryption technique
using the XOR operation [5] has also been pro-
posed. Optical phase conjugation has also been
used [6] to decrypt the encoded image instead of
using the complex conjugate of the random phase
masks in the decryption system. Unnikrishnan et al.
[7] and Unnikrishnan and Singh [8] have used the
random phase masks in the fractional Fourier do-
mains to encrypt the images. A technique [9] based
on random phase encoding has been used to en-
crypt the image and a phase contrast technique has
been used to decode the image. Zalevsky et al. [10]
have proposed a novel technique for optical ran-
dom encoding based on two binary phase masks -
an encoding and a decoding phase mask. Each
mask is itself random and the decoded information
is obtained when the two masks are joined together.
Iterative optimization algorithms like the projec-
tion onto constraint sets have also been used to
design two computer generated phase masks that
would give a known output image in the correlation
plane. This security system [11,12] is also capable of
identifying the type of input mask corresponding to
the output image that it generates.

Digital watermarking of an image has also been
proposed [13] for the prevention of copying of an
image by unauthorized persons. An information
security method that uses a digital holographic
technique [14] has also been proposed. The en-
crypted image and the decryption key are stored as
digital holograms. A method of concealing an
image in different half tone images has also been
proposed [15]. The hidden image is encoded by the
dots' positions inside the cells. Recently, an in-
formation hiding technique that uses the double
phase encoding has been proposed [16]. The
method uses a weighted double phase encoded
hidden image added to a host image before the
image is transmitted.

A method to recognize counterfeit objects by
optically detecting the random features in combi-
nation with digital signatures based on public key
code has been proposed by Haist and Tiziani [17].

The banknotes have been protected against coun-
terfeiting by using this technique.

In the present paper, we propose a new technique
to encrypt an image for secure image transmission.
The digital signature of the original image is added
to the encoded version of the original image. The
encoding of the image is done using an appropriate
error control code, such as a Bose-Chaudhuri
Hochquenghem (BCH) code [18,19]. Thus, the
digital signature is treated like additive noise. At the
receiver end, the digital signature is extracted from
the encoded image. The recovered digital signature
can be used to verify the authenticity of the image
transmitted. We give a brief description of the dig-
ital signature of images and also give the outline of
the technique proposed. Simulation results have
been discussed and certain conclusions drawn.

2. Digital signatures

In today's electronic setting, the concept of
"signature" includes markings such as the digi-
tized images of paper signatures, letterheads,
electronic mail origination headers, and the like.
These are entirely different from the ‘‘digital sig-
natures’’. Digital signatures enable the recipient of
a message to authenticate the sender of a message
and verify that the message is intact. Digital sig-
natures are created and verified by means of
cryptography [20,21]. The digital signature of an
image is produced by using a one-way hash func-
tion. There are standard digital image algorithms
that convert a message of any length into a fixed
length message digest, usually 128 bits long. The
standard techniques for creating a hash are MD2,
MD4, MD5 and Secure Hash Algorithm (SHA).
Hash functions are used because they are unique
for a particular image and are very difficult to re-
vert. A public key encryption algorithm (such as
RSA) is used in conjunction with the message di-
gest prior to transmission [22-24].

3. Outline of the technique

The objective is to encrypt the image and embed
the digital signature into the image prior to
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transmission. In our case, the digital signature is
used to encrypt the message by adding it, bit-wise,
to the encoded version of the original image. The
digital signature is treated like additive noise,
which can be recovered at the receiver end. To be
able to recover the digital signature, an error
control code is used to encode the original image.
An error control code takes in the original image
and adds redundancy in a known manner so that
the bits corrupted by noise can be recovered
[18,19]. In our case, the digital signature is the
noise that is added to the image after error control
coding. The addition operation is equivalent to the
XOR operation. We have used the BCH error
control code to encode our original image. The
block diagram of the encryption procedure is given
in Fig. 1. The original image is used to compute
the digital signature. The image is then encoded
using an appropriate BCH code. The digital sig-
nature is added blockwise to the encoded image.
The resulting image is the encrypted image.

The image encryption system has been designed
to handle all sizes of images. However, a digital
signature generated by a standard algorithm,
produces a signature of a predefined length, usu-
ally 128 bits. Thus, the error control algorithm
must be chosen depending upon the size of the
input image. If the original image is smaller in size,
a more powerful error control code is used. On the
contrary, if the original image is larger in size, a
weaker code is used. The size of the image in-
creases due to the added redundancy due to error
control coding. A stronger error control code will
add more redundancy, which will result in a larger
increase in the encoded image size. Since the en-
crypted message has to be either transmitted or
stored, it is important to add only as much re-
dundancy in the image as required, and no more.
There is, however, an advantage in adding more

redundancy. An image containing more redun-
dancy will be more secure.

The decision regarding the choice of the error
control code can be made only after the original
image is used as an input to the encryption system.
The class of BCH codes have been used [18,19] for
this purpose. This class of codes has the property
that the number of errors it needs to correct can be
specified, and the encoding scheme can be deter-
mined accordingly. The addition of the digital
signature is carried out as follows. Both the en-
coded image and the digital signature are broken
up into blocks and digital signatures are added
blockwise. The size of the blocks is determined by
the choice of the BCH code, which is a block code.

The decryption of the encrypted image is sche-
matically shown in Fig. 2. The received message is
first passed through the error control decoder
block. The task of this block is to recover the
original image that has been corrupted (by design)
by the digital signature. Once the original image is
recovered, the digital signature is obtained by us-
ing the recovered image and the encrypted image.
The recovered image is then used to generate its
digital signature. The generated signature is then
correlated with the recovered signature to reach a
decision.

The authenticity of the transmitted image can
be verified by correlating the recovered digital
signature with the digital signature generated from
the decrypted image. Since the digital signature is
unique to an image, a correlation peak is only
obtained when the decrypted image exactly coin-
cides with the input image. A digital correlation
technique or an optical correlator, in the Vander-
Lugt or the JTC architecture, can be used to carry
out the correlation operation [25,26]. In the digital
technique, the Fourier transforms are calculated
electronically, via the fast Fourier transform
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Fig. 1. The block diagram of the encryption procedure. Fig. 2. The block diagram of the decryption procedure.
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(FFT) algorithm with additional zero padding.
Acceleration is possible by using specialized elec-
tronic hardware, equipped with FFT chips. Thus,
the digital signature is not only used to encrypt the
image but also the authenticity of the decrypted
image can be verified by correlating the digital
signatures.

4. Simulation results and discussion

Simulations have been performed on a PC
matlab platform to verify the validity of the pro-
posed encryption technique. The proposed en-
cryption technique has been investigated by using
the 'Lena image' as the input image. Two types of
images have been taken. The first image is a high
resolution, gray scale image as shown in Fig. 3(a).
The size of the image is 256 x 256 pixels. The BCH
(511, 493) error control code [18,19] has been used
to encode the image before the addition of the
digital signature. The message digest generated by
using the MD5 algorithm is shown in Fig. 3(b).
The encrypted image, using the proposed tech-
nique, is shown in Fig. 4(a). The encrypted image

is larger in size than the original image because of
the added redundancy due to error control coding.
The recovered image is shown in Fig. 4(b). Fig.
5(a) gives the output of the correlation between the
recovered and the generated signatures. An optical
correlator in the VanderLugt geometry has been
used to simulate these results. A sharp correlation
peak is observed. This indicates that the original
image has not been tampered with.

In the image shown in Fig. 3(a), one bit was
flipped resulting in a tampered image. The digital

Fig. 3. (a) The original high resolution, gray scale Lena image
of size 256 x 256. (b) The corresponding message digest.

(b)

Fig. 4. (a) The encrypted image. (b) The recovered image.
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Fig. 5. Correlation between the recovered signature and the
generated signature. (a) In case of the image shown in Fig. 3(a).
(b) In case of the tampered image.

signature generated for this tampered image was
correlated with the digital signature of the original
image. Fig. 5(b) gives the output of the correlation
between the recovered signature and the generated
signature. In this case no correlation peak is ob-
tained. Thus, if the image is tampered (even
though a single bit was flipped), we have a way to

ascertain it by correlating the digital signatures.
This enables us to authenticate the image trans-
mitted.

The proposed algorithm was also tested on
another image of size 64 x 64. This is a binary
image of low resolution and of a different size. The
original and the encrypted images are shown, re-
spectively, in Figs. 6(a) and (b). In this case BCH
(511, 394) error control code has been used and the
recovered image is shown in Fig. 7(a). The corre-
lation between the recovered signature and the
generated signature is shown in Fig. 7(b). Thus,
the algorithm works effectively for images of dif-
ferent sizes and of different resolutions. The image
is also perfectly recovered in both the cases. Un-
like, the previous method [15,16], in our case the
digital signature is added not on to the original
image, but to the encoded image. The error control

(a) (b)

Fig. 6. (a) The original low resolution, binary Lena image of size 64 x 64. (b) The encrypted image.

(a) (b)

Fig. 7. (a) The recovered image. (b) Correlation between the recovered signature and the generated signature.



234 A. Sinha, K. Singh / Optics Communications 218 (2003) 229-234

code is so chosen that it can perfectly reconstruct
the original image. Since the size of the digital
signature is fixed, error control codes of different
strengths are chosen for images of different sizes.
The choice of the error control code is always such
that the original image can be recovered back
perfectly. Thus, there is no error in the recon-
structed image (by design). This clearly solves the
problem of image recovery and image degrada-
tion, unlike the previous methods. The added ad-
vantage is that there is no need to transmit
separately the random keys as in the previous
method [15,16].

5. Conclusion

We have demonstrated a new technique that
uses digital signatures to encrypt the image. This
technique works well with images of all sizes.
This encryption technique provides three layers of
security. In the first step, an error control code is
used which is determined in real-time, based on
the size of the input image. Without the knowl-
edge of the specific error control code, it is very
difficult to obtain the original image and tamper
with it. The dimension of the image also changes
due to the added redundancy. This poses an ad-
ditional difficulty to decrypt the image. Also, the
digital signature is added to the encoded image in
a specific manner. This information can be pro-
tected to make the system more secure. At the
receiver end, the digital signature can be used to
verify the authenticity of the transmitted image.
A digital correlation technique or an optical
correlator, in either the JTC or the VanderLugt
geometry can be used to verify the authenticity of
the decrypted image. This clearly solves the
problem of image recovery and image degrada-
tion, unlike the previous methods. The added
advantage is that there is no need to transmit the
keys separately.
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