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Abstract

In this paper, we implement a fully phase-encrypted memory system using cascaded
extended fractional Fourier transform (FRT). We encrypt and decrypt a two-dimensional
image obtained from an amplitude image. The full phase image to be encrypted is fractional
Fourier transformed three times and random phase masks are placed in the two intermediate
planes. Performing the FRT three times increases the key size, at an added complexity of one
more lens. The encrypted image is holographically recorded in a photorefractive crystal and is
then decrypted by generating through phase conjugation, the conjugate of the encrypted
image. A lithium niobate crystal has been used as a phase contrast filter to reconstruct the
decrypted phase image, alleviating the need of alignment in the Fourier plane making the
system rugged.

Keywords: Optical encryption/decryption; Fractional Fourier transform; Photorefractive; Phase conjuga-
tion; Phase contrast

1. Introduction

In recent years, there has been an increasing interest in the use of optical methods
for data security applications. The characteristics of fast computing and parallelism
of optics are very useful in real-time applications. Optics offers several dimensions in
which information can be hidden such as—phase, polarization, wavelength etc.—
which makes it possible to encode data more securely. It is believed that optical
encryption technologies provide a more complex environment and are more resistant
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to attacks compared with digital electronic systems. Refregier and Javidi [1]
proposed a method, referred to in the literature as 'double random phase
encoding' to encrypt a primary image to stationary white noise. The encoding is
done by use of two statistically independent random phase codes in the input
and Fourier planes, with their phases uniformly distributed in the interval
[0,2P]. Encrypted optical memory using double random phase encoding has also
been reported [2]. Matoba and Javidi [3] added a third dimension to the random
phase codes by shifting the random phase codes away from the input and Fourier
planes.

Unnikrishnan et al. [4] demonstrated an optical encryption system by double
random phase encoding in the fractional Fourier domain. Optical image encryption
using fractional domain encoding benefits from the extra degrees of freedom (i.e.
fractional orders) provided by fractional Fourier transform (FRT). As an optical
wavefront propagates through a quadratic phase system (QPS), the distributions in
any two planes are related, in general, by an FRT of the appropriately scaled
distribution in the two planes [5]. Thus, a QPS offers a continuum of planes in which
encoding can be done. Without increasing much of the hardware complexity, the
encryption system can acquire multi-dimensional extra keys, beside the random
phase masks. In literature [4,6-10] many papers have reported the use of FRT in
making the security system complex.

Ordinarily, the images to be encrypted are intensity representations. Any
intensity detector can detect the amplitude image. If the original image is
phase encoded and encrypted, then it is impossible to acquire the information
content of the encrypted phase image, even after decryption is done with
the correct keys. Therefore, full phase encryption is more secure than amplitude
encryption [10-18]. The problem with full phase encryption arises only during
decryption. Optical decryption can be implemented in the common path
interferometer by use of single phase or if desired a combined phase key.
Tan et al. [14] have reported a secure optical storage system that uses a full phase
encryption. They have shown that a fully phase-based encryption system
generally performs better than an amplitude-based encryption system when the
system bandwidth is limited by a moderate amount. Javidi et al. [15] have
reported that the decrypted information obtained from fully phase-based encryption
is much more robust to additive noise than that obtained from amplitude-based
encryption.

In this paper, we implement a fully phase-encrypted memory system using
cascaded extended FRT. The image to be encrypted is fractional Fourier
transformed three times and random phase masks are placed in the two intermediate
planes. Performing the FRT three times increases the key size, at an added
complexity of one more lens. The encrypted image is holographically recorded in a
photorefractive crystal and is then decrypted by generating through phase
conjugation, a conjugate of encrypted image. We have used an iron-doped lithium
niobate (LiNbO3:Fe) photorefractive crystal [19] as a phase contrast filter (PCF).
Using LiNbO3:Fe as a PCF alleviates the need of alignment in the Fourier plane
making the system rugged.
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2. Full phase encryption using cascaded FRT

The proposed system is a QPS with three lenses separated by stretches of free
spaces. Between the input and the output planes, there are planes (first - and second -
encryption planes) located asymmetrically with respect to the three lenses. The
proposed encryption system is shown in Fig. 1. Let fðxÞ denote the original
amplitude image to be encrypted. The phase-encoded image can be mathematically
represented as exp[i/(x)]. Although the images are two-dimensional, we follow a one-
dimensional representation for convenience and clarity. Coherent light, phase
modulated by exp[i/(x)], propagates a distance d1, passes through a lens L1, and
again propagates a distance d2 to reach the first encryption plane. The distribution in
the encryption plane is denoted by gðuÞ; where u is the first fractional domain
coordinate. The function gðuÞ is related to exp[i/(x)] by an FRT with three
parameters and is referred to as the extended FRT [20] and is given by the following
Eq. (1):

f r-,v v, (•
gðuÞ = K exp[i/(x)] x exp m tan a

2u2 .„ abxu ,
I2TT dx,

sin a I
(1)

where a; a; and b are the three parameters (called QPS parameters) of the FRT; K is
a complex constant; and a; a; and b are in general complex quantities. Performing an
extended FRT on a function is equivalent to expanding the function V times,
performing an FRT of order a; and contracting the resultant distribution 'b' times.
The parameters a; a; and b are related to the distances d1 and d2 and the focal length
f1 of the lens through the Eqs. (2)-(4).

(2)

(3)

(4)

The distribution gðuÞ is encoded by random phase code R1, represented by
exp[if1(u)], where f1(u) is a random white sequence uniformly distributed in the

exp[if(x)]

L1 R1 R2 R2 L3

d2 d3 d4 d5

Fig. 1. Optical set-up for encryption.
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interval [0,2P]. The distribution g(u)exp[if1(u)] propagates a distance d3, passes
through the second lens L2, and further propagates a distance d4, to reach the second
encryption plane. The function hðyÞ is related to g(u)exp[if1(u)] by an FRT with
three parameters c; b; and d; and is given by Eq. (5).

h(y) = I g(u) x exp[i<£>](«)] x exp in
c2u2 - d y 2 cduy

I2TT — — - du.
tan p sin bd

(5)

One can obtain the equations that relate the parameters c; b; and d; to distances d3

and d4, and focal length f2 by replacing a; b; a; d1, d2, andf1 with c; d; b; d3, d4, andf2,
respectively in Eqs. (2)-(4). The distribution hðyÞ is again encoded by another
random phase code R2, represented by exp[if2(y)], where f2(y) is also a random
white sequence uniformly distributed in the interval [0,2P] and statistically
independent from f1(u). The distribution h(y)exp[if2(y)] propagates a distance d5,
passes through the third lens L3, and further propagates a distance d6, to reach the
output plane. The function CðnÞ (the encrypted function) is related to h(y) exp[if2(y)]
by an FRT with three parameters m; g; and n and is given by Eq. (6):

mny n
n -r^— dy.= / h(y) x x expi

m2y2 «v
tan g

(6)

Equations that relate the parameters m; n; and g to distances d5 and d6 and focal
length f3 can be obtained by replacing a; b; a; d1, d2, andf1 with m; n; g; d5, d6, andf3,
respectively in Eqs. (2)-(4). Substituting Eq. (1) for gðuÞ in Eq. (5), and Eq. (5) for
hðyÞ in Eq. (6), we can obtain an expression for the encrypted function in terms of
input function fðxÞ: It can be shown that the encrypted function is a wide-sense
stationary white noise [4]. A schematic of the encryption system is shown in Fig. 2.

The schematic for decryption is as shown in Fig. 3. The conjugate of the encrypted
function is generated in the input plane of the decryption set-up and is expanded 'n'
times, an FRT of order g is performed, and the result is contracted 'm' times. The
resultant distribution hd(y0) is given by Eq. (7).

\l/*(y) x exp f ire ^ y - i2n - r ^ ) dv. (7)
tan g

nmny
sin g

The superscript 'd' indicates that the signal is obtained during decryption. The
expression hd(y0) is multiplied by R2, which cancels the random phase accrued in the
second encryption plane during encryption. The resultant is expanded 'd times, an
FRT of order b is performed, and the resultant is contracted V times. The equation

exp[if(x)] FRT
a,α,b

FRT
c,β,d

FRT
m,γ,n

R1 R2

Fig. 2. Schematic of the encryption system.
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Fig. 3. Schematic of the decryption system.

R2 R1

ψ*(ν)
exp[if(x)]

d 6 d 5 d 4 d 3 d 2

Fig. 4. Optical set-up for decryption.

is given as

gd(u') = I hd(y') x exp[iq>2(y')] x exp( in
d2y02 þ c2u02

tan b
-iln^dy'. (8)

sin b d

The expression gd(u0) is multiplied by R1, which cancels the random phase, accrued
in the first encryption plane during encryption. The resultant is expanded 'b' times,
an FRT of order a is performed, and the resultant is contracted 'a' times. The result
is given by

fd(x') = Zgdðu0Þ x exp (m
2u2b2u a2x2

tan a
- \2%

abu0x0

sin a
Ail. (9)

By substituting hd(y0) from Eq. (7) into Eq. (8) and gd(u0) from Eq. (8) into Eq. (9)
one can show that the decrypted function/Yx') is equal to exp[—if(x)]. Unlike the
amplitude encryption method, a square modulus of the decrypted signal exp[—if(x)]
as performed by any intensity detector like CCD camera does not give any
information about the primary image fðxÞ: Therefore, a technique is required to
convert the decrypted phase image into an amplitude image. To convert phase image
into intensity image, Zernike's phase contrast method is used here for this purpose.
The optical set-up (Fig. 4) for decryption is the same as for encryption but in the
reverse direction. The conjugate of the encrypted function is generated in the input
plane of the decryption set-up through phase conjugation in a photorefractive crystal
and propagates through the optical system. Random phase codes R2 and R1 are
used in the encryption planes for decoding.

The phase distortions undergone by the optical wavefront during encryption get
cancelled during decryption, and the original function is recorded in the output plane
of the decryption system by an intensity-sensing device such as a CCD camera. This
cancellation does not take place if R2 and R1 are used in some planes other than the
respective encryption planes. Hence to decrypt the data correctly it is essential to
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know the correct FRT parameters used during encryption. Due to the use of phase
conjugation, the phase introduced during encryption is cancelled if the same random
masks are used at the respective locations in the fractional planes. Also, other phase
distortions, mainly aberrations of optical components, get corrected by phase
conjugation.

3. Phase imaging

Imaging of phase objects has always been a subject of considerable interest in the
field of optics. Various techniques have been applied for imaging and visualization of
phase objects [19,21-23]. The Zernike's phase contrast method is a well-established
technique for the visualization of phase perturbations [21]. Zernike's technique
involves changing the phase of the central order by p/2 in the spatial frequency
domain. Mogensen and Gluckstad [16] developed a generalized phase contrast
technique, as an extension of the Zernike's method. The generalized technique is not
restricted to the small-scale phase regime of Zernike's technique. In the generalized
method, the PCF generates a p difference in phase between the lower- and the
higher- spatial frequencies.

Techniques based on Zernike's method and generalized phase contrast method
requires fabrication of a suitable PCF. Thus fabrication of a PCF of suitable size
plays a vital role in reconstructing the phase image. On the other hand using
EASLM [10,17] as a PCF alleviates the need of fabrication. These techniques also
require proper alignment of PCF in the Fourier plane. It has been reported that
phase contrast can also be achieved using a lithium niobate photorefractive crystal
[19], using OASLM [22], and using bacteriorhodopsin (BR) film [23]. Using an
OASLM, a BR film or a crystal alleviates not only the need of fabrication of PCF
but also the requirement of proper alignment in the Fourier plane, making the
system rugged.

The basic set-up for application of the phase contrast method is a general 4-f set-
up. A lens focuses the light onto a lithium niobate crystal located in the Fourier
plane of this imaging set-up. The zero-order spatial frequency component of light, by
the use of photorefractive effect, induces the refractive-index change in the crystal at
its focal point and experiences a phase-shift relative to the first-order spatial
frequency component when it passes through the crystal [19]. To obtain a stationary
phase contrast image, the crystal must be illuminated for a long time to let the
refractive-index change in the crystal reach saturation. For real-time implementation
of PCF, a photorefractive crystal with fast response can be employed.

4. Experimental results and discussion

Fig. 5 shows the experimental set-up. A diode-pumped Nd:YAG laser
(l = 532 nm) is used as the coherent light source. An expanded beam of light is
incident on an SLM (Jenoptik SLM with pixel size 32 mm x 32 mm, operating in
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Fig. 5. Experimental set-up. BE: beam expander, BSs: beam splitters, SLM: spatial light modulator, Rs:
random phase masks, PRC: photorefractive crystals, CCDs: charge coupled devices, Ls: lenses, Ms:
mirrors.

mostly phase mode), which encodes the desired amplitude pattern in the phase
component of the incident wavefront at the object plane. Lenses L1, L2, and L3
are of focal lengths 135, 75, and 50 mm, respectively, and the photorefractive
crystal used for recording the encrypted image is BaTiO3. We prepared the
random phase masks by exposing a holographic plate with fully developed
speckle pattern obtained from a diffuser by illuminating it with a coherent beam
of light. The plates so exposed were processed (developed and fixed) and bleached.
To record the encrypted image we closed the shutter so that the readout beam would
not erase the recorded hologram. The recorded encrypted image was readout
by opening the shutter to obtain the decrypted image through phase conjugation.
The signal beam arm contains the encryption set-up, whose parameters are
f1 = 135mm, f2 = 75mm, f3 = 50mm, d1 = 180mm, d2 = 60mm, d3 = 55mm,
d4 = 65mm, d5 = 65mm, and d6 = 70mm. The parameters of the QPS to encrypt
the image as calculated from Eqs. (2)-(4) are a = 28:73 - 28:73i; a = 1:57 - 0:42i;

b = 22:26 þ 22:26i; c = 24:92 - 24:92i ;b = 1:57 - 0:13i; d = 49:84 þ 49:84i; m =
73:02; g = 2:27; and n = 67:6: We can record using angular multiplexing multiple
two-dimensional data in the same crystal. The optical set-up for decryption (Fig. 4)
is the same as for encryption but in the reverse direction. The conjugate of the stored
encrypted image gets reconstructed and retraces the path followed by the wavefront
during encryption.

Since any intensity detector cannot read the decoded phase image, we used phase
contrast technique for converting the decoded phase image into an amplitude image.
A lens L3 (focal length 135 mm) focuses the light onto a lithium niobate (Fe-single
doped, zero-cut, 10 x 10 x 5 mm) crystal. Another lens L4 (focal length 75 mm) does
the inverse Fourier transformation giving the amplitude image.
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Fig. 6. Experimental results: (a) original amplitude image to be encrypted, (b) phase-encoded image and
(c) encrypted image (a = 28:73 - 28:73i; a = 1:57 - 0:42i; b = 22:26 þ 22:26i; c = 24:92 - 24:92i; b =
1:57 - 0:1 3i; d = 49:84 þ 49:84i; m = 73:02; g = 2:27; and n = 67:6).

The results obtained are shown in Fig. 6. Fig. 6(a) shows the amplitude image used
for encryption. The phase-encoded image is as shown in Fig. 6(b). The encrypted
image formed at the photorefractive crystal plane is imaged onto CCD1 and is
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Fig. 7. Experimental results: (a) decrypted image with correct QPS parameters and right phase mask, (b)
decrypted image with correct QPS parameters and wrong phase mask and (c) decrypted image with
different set of QPS parameters (a = 28:47 - 28:47i; a = 1:57 - 0:42i; b = 22:45 þ 22:45i; c = 23:29 -
23:29i; b = 1:57 - 0:12i; d = 53:38 þ 53:38i; m = 73:79; g = 2:3; and n = 68:47) and right phase mask.
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shown in Fig. 6(c). The decrypted image with correct QPS parameters and correct
random phase mask is shown in Fig 7(a). The decrypted image with correct QPS
parameters and wrong phase mask is as shown in Fig. 7(b). The image when it is
decrypted with a set of QPS parameters (a = 28:47 - 28:47i; a = 1:57 - 0:42i; b =
22:45 þ 22:45i; c = 23:29 - 23:29i ;b = 1:57 - 0:12i; d = 53:38 þ 53:38i; m = 73:79;

y = 2:3; and n = 68:47 and corresponding to f1 = 135 mm, f2 = 75 mm, f3 = 50 mm,
d1 = 181mm, d2 = 61mm, d3 = 96mm, d4 = 71mm, d5 = 81mm, and d6 = 86mm),
which are different from those used for recording (but with correct random codes), is
as shown in Fig. 7(c).

It can be seen that, even if the random codes used are the same, if correct QPS
parameters are not used for decoding, the original image is not retrieved. In the
conventional amplitude-based encryption techniques using FRT, the two random
phase codes used, one in the object and the other in the fractional domain, and the
QPS parameters constitute the keys, while during decryption, only the conjugate of
the random phase R2 used in the fractional Fourier plane along with the correct QPS
parameters is required. The random phase R1 used in the object plane associated
with the amplitude object gets automatically cancelled when recorded with any
intensity detector. On the contrary, in the present study, both the random phase
codes R1 and R2 constitute the keys and are essentially required for decryption
along with the QPS parameters. In addition to the random codes and QPS
parameters a technique is also required for converting the decrypted phase image
into an amplitude image.

In the QPS considered in Fig. 5, if distances d1, d2, d3, d4, d5, and d6 and focal
lengths f1,f2, andf3 can take N different values, then QPS parameters can have N9

different values. Therefore, the probability of guessing the correct QPS parameters is
very very low. Since the key size becomes larger, the security of the system is higher.

5. Conclusions

We have implemented a cascaded extended FRT and used it in a full phase
encryption system. The original phase-encoded image to be encrypted has been
fractional Fourier transformed continuously three times and in the intermediate
planes, two random phase masks have been put. Performing the FRT three times
increases the key size, at an added complexity of one more lens. The encrypted image
is holographically recorded in a barium titanate crystal and is then decrypted by
generating through phase conjugation, a conjugate of the encrypted image. The
decrypted phase image is converted into an amplitude image by using a lithium
niobate crystal. This method has the advantage over conventional methods that the
knowledge of respective locations of both the random phase codes are essential for
successful retrieval of the data and the decrypted image being a phase image, a
suitable technique for converting phase image into an amplitude image is also
required. Using lithium niobate crystal as a phase-contrast filter alleviates the need
of alignment in the Fourier plane making the system rugged. The system can be
made compact since the separation between the lenses can be at user's choice.
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Though we have limited our present study to cascading of three lenses, it is possible
to employ more lenses in order to make the system more complex.
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