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Abstract

Reliable transport protocols such as the Transmission Con-
trol Protocol (TCP) are tuned to perform well in traditional
wireline networks where packet losses occur mostly because of
congestion. However, networks with wireless and lossy links
also suffer from significant packet losses due to bit errors
and handoffs. TCP responds to all the packet losses by in-
voking congestion control and avoidance algorithms and this
results in degraded end-to-end performance in wireless and
lossy systems. In this paper we propose a simple strategy to
determine the cause of packet drops in a network running the
TCP protocol. Our method is based on observing the slow
start threshold value and the number of packets successfully
transmitted between two consecutive drops. We then show
that additive increase and multiplicative decrease algorithm
of TCP results in unfair allocation of bandwidth to wireless
connections. Thus, it needs to be modified to take into ac-
count the wireless drops. We present the performance of one
such strategy which takes corrective action once a drop is
identified as a wireless drop.

1 Introduction

However, depending upon the nature of the network, packet
losses can occur because of different reasons. In a wireless
network (such as a cellular radio system), packet losses can
occur due to handovers or fading (in the signal strength) and
this results in random losses. On the other hand, in a wire-
line network, packet losses occur primarily due to congestion
in some intermediate node in the network.

When two different TCP connections share a link and
one has one end point as a mobile while other has both end
points stationary, TCP can become quite unfair [2]. This
occurs because when packet losses occur due to the wireless
component, the connection with wireless link perceives this as
a negative feedback and cuts down its window. On the other
hand, the other TCP connection gets no indication of packet
drops and thus, increases its window. As a result, the other
TCP connection increases its window at the cost of the TCP
connection with the wireless link. The additive increase and
multiplicative decrease (AIMD) algorithm of TCP has been
proved to be fair in wireline environment [3]. In a wireless
environment, however, care must be taken for wireless drops
by AIMD.

Transport protocols such as TCP have been tuned for tradi-
tional networks comprising wired links and stationary hosts.
These protocols assume congestion in the network to be the
primary cause for packet losses and unusual delays. TCP
performs well over these networks by adapting to end-to-end
delays and congestion losses. TCP reacts to packet losses
by dropping its transmission (congestion) window size be-
fore retransmitting packets, initiating congestion control or
avoidance mechanisms. These measures result in a reduction
in the load on the intermediate links, thereby controlling the
congestion in the network [4], [1].
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In the literature, several schemes have been proposed to
alleviate the effects of non-congestion related losses on TCP
performance over wireless networks (or networks with lossy
links) [1], [6]. Different versions of TCP in a local network
with a lossy link are compared and analysed in [5]. In this
paper we propose a strategy to determine the cause of packet
drops in a network running the TCP protocol. Our method is
based on observing the TCP trace at the source, more specif-
ically, (i) the slow start threshold value and (ii) the number
of packets transmitted between two consecutive drops. Note
that our method applies well to networks running the TCP
Tahoe protocol (with fast retransmit but not fast recovery).
The information gained from our startegy is then used to take
corrective action to the additive increase and multiplicative
decrease (AIMD) algorithm of TCP thus avoiding degrada-
tion in performance of TCP over wireless.
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2 The Proposed Method

TCP interprets every packet loss as caused due to congestion
which is not the case in a wireless network with a lossy link.

We propose a strategy to determine the cause of packet
drops in a network running the TCP protocol. This is done
on the basis of a change in the connection performance due to
TCP window flow control. If congestion avoidance algorithms
fail to avoid packet drops, then it can be inferred that packets
are getting dropped due to reasons other than congestion. If,
however, congestion avoidance algorithms do in fact result in
improved TCP performance, then congestion can be inferred
in the network.

To determine the cause of packet drops, we look at the
TCP trace at the source. Specifically, we look at (i) the num-
ber of packets transmitted between two consecutive packet
drops, and (ii) the slow start threshold (ssJhresh) value at
each packet drop (see Figure 1).

(i-1 )tfi packet tlrop ilh puckcldrop (i+l)lh packet drop

Figure 1: Figure showing iVjS and S,s

Denote by Ni the time interval between the ith packet
drop and the (i + l)th packet drop. Denote by Si the slow
start threshold (ssJhresh) at the ith packet drop. Note that
Sj determines the transmission rate between ith and (i + l)th
packet drop since window increases exponentially till slow
start threshold. Thus, higher value of slow start threshold
implies that the window will increase much faster and thus,
transmission rate (and thus congestion) will increase more
rapidly.

Depending upon two consecutive slow-start threshold val-
ues, two cases now arise: Si > Si-i and Si < Si-i.

(1) Si > Si-i: this means that the slow-start threshold at
the ith packet drop is greater than that at the (i — l)th
packet drop. We examine the ATjS now.

(i) Ni < Ni-i: we infer that the packet may have
been dropped due to congestion in the network.
This follows since increasing the slow-start thresh-
old results in an early packet drop. Thus, an
increase in the transmission rate when the net-
work was already congested hastened the drop of
a packet.

(ii) Ni > Ni-\: we infer that the packet may have
been dropped due to random wireless drops. This
follows since increasing the slow-start threshold
did not result in increased congestion and hence
delay in packet drops.

(2) Si < Si-n

(i) Ni > Ni-i~. we infer that the packet may have
been dropped due to congestion in the network.
This is because the congestion avoidance algorithms
invoked by TCP were successful in delaying the
packet drops.

(ii) JVi < JVj_i: we infer that the packet may have
been dropped due to random losses in the net-
work. This is because the congestion avoidance
algorithms invoked by TCP failed in delaying the
packet drops.

Note that for lossy links (that arise in wireless networks),
the duration of and window evolution within different cy-
cles is random [6], implying that the iV̂ s in wireless links
are random quantities and are independent of 5jS. On the
other hand, there seems to be a dependence (specifically, a
negative dependence) between 5jS and NiS in a congested en-
vironment. Note however that since the dependence between
ATjS and 5jS is random in wireless environment, it may happen
that the iVjS and SiS behave like that in a congested environ-
ment for some time interval, but, as the period of observation
is increased, the probability of this happening decreases. If
one maintains a record of the dependence for a few most re-
cent past intervals (for example, 3 or 4 intervals), then, we are
able to distinguish wireless drops from congestion drops with
a high probability. For this purpose, we maintain a variable
a that is used to represent the nature of drops. The value of
a lies between 0 and 1 and a equal to 0 implies congestion
losses, whereas a equal to 1 implies random losses on the
connection, a is computed based on the number of previous
'n' (e.g., 4) samples of A ŝ and 5jS satisfying our proposed
criteria for random or congestion losses.

In the next section, we show through simulations that the
proposed relation between iVjS and SjS holds.

3 Simulation Results

We perform our simulations on ns [7]. The LNBL network
simulator, ns, is a simulation tool developed by the Network
Research Group at the Lawre-nce Berkeley National Labo-
ratory [7]. Ns is an extensible, easily configured and pro-
grammed event-driven simulation engine, with support for
several versions of TCP. The topology we simulated for our
study is shown in Figure 2.

5 ms delay, l.SMbps

Figure 2: Figure showing the simulated topology
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Note that we consider only the bottleneck link (that causes
packet losses). In a purely wireless environment (where all
losses are random losses in a wireless link), this is the wire-
less link and all other links are assumed to have sufficient
resources so as not to cause any drops or significant delay. In
a purely wireline environment (where losses are caused due
to congestion), this is the bottleneck link while all other links
have resources greater than this link so that they do not drop
any packets.

For- simulating congestion on the wired connection, we
started the TCP connection at time 0 sees and allowed the
TCP to settle its window. We then caused congestion in
the network by starting a new TCP connection at time 20
sees. The response of the TCP window of connection 1 to the
congestion occuring in the network at time 20 sees is shown
in Figure 3. The response is as per the proposed strategy.
We see that as TCP reduces its ss.thresh value (seen as a
knee of the window curve; i.e., a sharp change in the slope
when congestion avoidance phase starts), the time interval
between two succesive packet drops increases. Thus, because
the drops occur due to congestion, the congestion avoidance
algorithms of TCP were successful in delaying packet drops.

Figure 3: TCP window variation for congestion losses

We now simulate a wireless link by using the two state
Markov chain [5] shown in Figure 4.

(1-7) (1-P)

Figure 4: Wireless Model for Simulation

The parameters that were chosen for the wireless link are
7 = 0.0028 and 0 = 0.78 (see [5] for details). In the bad
state, all the packets are dropped while in the good state, no
packet is dropped. The wireless droppings started at time

20 sees after TCP had adjusted its window to the bandwidth
of the link. The results are plotted in Figure 5. We observe
that the droppings in the wireless link are truly random, i.e.,
no dependence is seen between Si and iVj. The simulations
were repeated for various parameters of the bottleneck link,
such as: the bandwidth and the transmission delay of the
bottleneck link. .Similar behaviour was obtained in all the
cases.
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Figure 5: TCP window variation for random (wireless) losses

4 AIMD Algorithm for TCP over
Wireless

It has been shown in [3] that AIMD results in TCP window
converging to an optimal point with the available bandwidth
allocated fairly among all TCP connections sharing a link.
This behaviour is shown in Figure 6 for two TCP connections
(User 1 and 2) sharing a link which is bottleneck for them.

The model that is assumed in proving this is that the net-
work is providing a binary feedback regarding its load to all
the connections sharing that link. However, this model is not
valid when wireless drops occur. In such a case, the wireless
connection is given a false negative feedback by the random
losses while other connections get a positive feedback to in-
crease their window. As a result, one connection decreases
its window while others increase their window resulting in
unfair allocation of bandwidth of the bottleneck link. This
behaviour is shown in Figure 7.

As a result, once a loss has been identified as a random
loss, a variant of AIMD needs to be used. One method is
not to cut down the window but this has the disadvantage of
transmitting data even when the system is in bad state. The
other alternative is to cut down the window but recover fast
when the connection becomes good again. We use the latter
strategy on identifying the random loss. The rate of growth
of window in our strategy is made dependent on a. When
a is 0, rate of increase (the additive factor) is 1 and when



210

User

2's
allo-

catiot

x2

\

XO
/

XI

\ Si
X4 y/Y //// h/////

/

/ Fairness Line

\

^^Efficiency Line

User 1's allocation x\

Figure 6: Additive Increase/Multiplicative Decrease con-
verges to the optimal point
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Figure 7: Additive Increase/Multiplicative Decrease is unfair
in wireless environment

a is close to 1, additive factor is made much higher. Thus,
preference is given to wireless connection so that it recovers
fast when the connection becomes good again.

We have changed the additive factor in TCP Tahoe in ns
and made it dependent on the parameter a. Then, we sim-
ulated two TCP connections sharing a link on the wireline
network, one connection had both end points on the wired
(connection 1) environment while the other had one end point
as mobile (connection 2). The throughput versus time ob-
tained for the modified TCP and unmodified TCP is shown
in Figure 8. In this figure, plot 3 and 4 are for unmodified
TCP for connections 1 and 2. We see the unfairness of TCP
to connection 2. Plots 1 and 2 are for modified TCP. We see
that the degree of unfairness to connection 2 is reduced.

Figure 8: Throughputs of connections 1 and 2 for modified
and unmodified TCPs

5 Conclusion

In this paper, we have proposed a strategy to distinguish
wireless drops from drops due to congestion in a network
running the TCP Tahoe protocol. Work is ongoing to refine
the proposed algorithm. The algorithm has many parame-
ters which may affect the performance significantly. These
parameters need to be analysed for their effect on the perfor-
mance of the algorithm. The performance of the algorithm
and the proposed relation between SiS and JV;s also needs to
be studied in an actual network. Our proposed strategy has
been developed for TCP Tahoe and its possible extensions to
variants of TCP protocol needs to be studied in detail.
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