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Abstract

Access Control policies in e-commerce domain can be
quite complex, affecting the response time provided to the
users. We describe an event-based access control system
that can potentially reduce the customer response time by
pre-computing the access control rights based on
policies.

1. Introduction

Access control system forms a crucial part of every
database application, especially those related to e-
commerce. In conventional access control systems [1,5],
access control policy evaluation is done after a user makes
an access request. This can be a serious disadvantage as
access control policies in the e-commerce domain may
involve complex decision-making based on the analysis of
the usage patterns/transaction history of the user.
Evaluation of such policies requires substantial processing
time, which adds to the response time provided to the end-
user. A solution to this problem is the dynamic evaluation
of these complex policies using event-based access
control. In event based access control, access privileges
change dynamically on the occurrence of specific database
or temporal events. Hence this mechanism is more suited
to e-commerce and other applications where access
depends on internal or external conditions whose
evaluation involves a lot of overhead.

Many tools [2,3,4] have been developed that handle
data management policies using event-condition-action
rules, but none of them focus on access control. In this
paper, we describe our Event Based Access Control
system, which changes the access rights of users
dynamically on the occurrence of events. Our system
supports features like temporal access control policies,
referential access, access enabling/disabling, composite
events, event expiration time, external event registration
and handling etc.

2. Event Based Access Control

Event Based Access Control (EBAC) is a new
paradigm that adds reactive functionality to access
control. The EBAC system changes the access privileges
of users dynamically based on different database and
temporal events. In an EBAC system, the access control
policies are represented in terms of Event-Condition-
Action rules, where the Action part changes the access
privileges of users.

The architecture of our event based access control is
shown in Figure 1. Our EBAC system has friendly user
interfaces to define the access control policies as well as
to access data from the underlying database. The Policy
Translator translates the policy specified using the GUI,
into the XML based policy representation language. The
External Event Handling Broker caters to the registration,
XML message schema generation and other issues related
to external events. The remote event detector can send the
remote event occurrence information using an XML
message. The External Event Handling Broker provides
an interface to the messaging system that communicates
the external event occurrence messages. The Access
Validation Engine validates the users' access request
against the access control privileges of the user.

The Policy Execution Engine monitors the occurrence
of events defined in the access control policies and
changes the access privileges of user's dynamically. The
engine evaluates the conditions associated with the event
after an event occurrence is noticed. If the conditions
evaluate to true it enforces the access control actions on
the policy database. The Policy Execution Engine is
implemented by servlets. The user interfaces are
developed using JSP. This enables remote administration
as the policy maker can define the policy over the web.

3. EBAC Features

765
Proceedings of the 19th International Conference on Data Engineering (ICDE'03) COMPUTER

SOCIETY



As mentioned earlier, an Event Based Access Control
system can provide better response time to the user. For
example consider an access control policy "A gold user is
allowed to access the stock analysis data for the last six
months, if the user has done transactions worth $10,000/-
in the last two months or if the cumulative sum of the

the need to comprehend the access control representation
model. Thus our system can be of immense use to public
sector companies in developing countries, which cannot
afford to hire skilled personnel.

An event in our access control system can be made up
of multiple events, which can be combined in a variety of
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Figure 1. Architecture of Event Based Access Control System

transactions done by all the customers referred by the
gold user is more than $ 50,000/-". In a conventional
system the conditions evaluation is done after the user
makes an access request for the stock history data. This
process can be quite time consuming as is evident from
the above example. In our system the above-mentioned
policy will be split into two different EC A policies: For
every transaction done by a gold customer, compute the
total transaction amount within the last two months and if
this is greater than $10,000/- enable access on the stock
history data for the last two months. Similarly another
ECA policy will be formulated for the transactions made
by the customers who are referred by the gold customer.
With such policies in place access rights change
dynamically and access validation requires a simple
lookup in the access table. There is a hidden cost
associated with EBAC, that of executing the policy every
time an event occurs. Various techniques such as deferred
execution of policies; incremental evaluation of policies
can be used to reduce this cost. In the above example, the
current cumulative sum of transactions could be
maintained to reduce the processing time of the policies.

Our system supports a rich user interface that enables
easy formulation of access control policies circumventing

ways like: ANY(2,e1,e2,e3), SEQUENCE(ei,e2,e3...en),
AND, OR, TIMES, NOT etc. Our system also associates
a notion of expiration time with all the events. The event
is said to be active only till the expiration time. Using
these features we can implement policies like "If a user
has five books in his shopping cart or if the total worth of
books in the users shopping cart exceeds $500/-, give the
user access to the digital archive of these books".

In our access control system all the access control
policies are modeled in terms of event-condition-action
rules. These actions manipulate the access privileges
stored in the policy database. When a user requests data
from the underlying database, the access validation engine
validates the user action against all the privileges
applicable to the user. The user is granted access if the
action adheres to all the applicable privileges present in
the policy database. Due to this strategy, enforcement of
business policies becomes a very simple task. The
business policies are stored in the policy database and are
made applicable to all the relevant users. Hence if a
users' access request violates a business policy, access is
not granted to the user. This feature enables the
enforcement of policies that are to be universally true
across the enterprise and which cannot be coupled with
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any event. For example policies like "A bank teller is
allowed to access the account database only in business
hours" can be implemented using this strategy.

Our system also allows the implementation of an
innovative access type called as referential access. Using
the referential access type, the user can define policies like
"If a user has access to the loan database then he has
access to the mortgage database". Such a policy can be
enforced in our system by defining an event that triggers
when an access privilege relating to the loan database is
added or changed in the policy database. Another feature
of our event based access control system is that it allows
the enabling/disabling of access rights on the occurrence
of events and it also allows the definition of temporal
access control policies. This enables the implementation
of policies like "Disable the access privileges of a site
administrator to confidential documents when he goes on
leave". In the existing systems such tasks have to be
handled manually. Thus our access control framework
helps in the automation of the routine tasks of the system
administrator making the life of the DBA simpler.

Access control decisions are often made on the
occurrence of events external to the access control system.
For example, a stock portfolio management site can have
a policy to allow the automatic stock-tracking program to
sell the stock if the stock price (which is notified to the
system by a message) falls by more than 30%. To handle
such external events our system provides API's for
registration and processing of external events. Our system
has an extensible XML based interaction protocol for the
notification of (the occurrence of) external events. The
XML schema can be extended to cater to the needs of an
event, by defining custom elements at the time of external
event registration. When a remote event occurs the event
detector sends the occurrence information as an XML
message to the access control system. The external events
handling broker sends this information to the Event
Detector, which handles this event. The messaging
system used in the demo is IBM MQ Series and the
database is Db2 Universal Database.
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4. Conclusions

To summarize, we have developed a new framework
for changing the access privileges of users dynamically
based on events. In our system the access control policy
evaluation is done dynamically when an event occurs.
This helps in improving the access validation efficiency,
which is critical in e-commerce applications. EBAC helps
in automation of routine tasks and provides a natural way
of handling access rights disabling/enabling based on
events. Our system also has a very simple and intuitive
user interface. The system also has support for handling
external events from different domains.
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