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Abstract

An ad hoc network is a collection of mobile nodes con-
nected through multi-hop wireless links without the required
intervention of any centralized access point or existing in-
frastructure. In this work, we have developed an analyti-
cal framework for computing the reliabilities of multi-hop
paths. We have also investigated the effect of multi-path
characteristics on path reliabilities. Among the main pa-
rameters considered here are, average link clustering, num-
ber of multiple paths, path complexity factor, and hop dif-
ference factor. Our approach is unified and general in the
sense that it is able to incorporate single as well as multiple
paths between a given source and destination pair.

1. Introduction

An ad hoc network is a multi-hop wireless network
with no stationary infrastructure. A difference from "sin-
gle hop"(i.e. cellular) networks, which require fixed base
stations interconnected by a wired backbone, multi-hop net-
works have no fixed base station nor a wired backbone. The
main application for mobile wireless ad hoc networks is
rapid deployment and dynamic reconfiguration in scenar-
ios where the wireline network is not available or not cost
effective e.g. battle field communications, search and res-
cue ad hoc networking, etc. In such cases, multi-hop wire-
less networks provide a feasible and cost effective means
for communications among many mobile hosts.

Mobile networks have many unique characteristics that
make traditional routing protocols inapplicable. The topol-
ogy of a mobile network is often highly dynamic due to the
mobile nature of nodes. Whereas a broken link in a wired
network is considered as an exception and is likely to occur
relatively infrequently, links within wireless networks tend
to frequently break as nodes move in and out of transmis-
sion range of one another. Furthermore, atmospheric effects
(such as rain) and physical objects also play a role in limit-

ing the communication between wireless nodes. Additional
characteristics of mobile wireless networks include limited
power and bandwidth, and high error rates due to the wire-
less transmission.

Due to the characteristics of wireless transmission, the
range of nodes is often limited. It is usually the case that
path between source and destination often requires multiple
hops. Hence a routing protocol must be able to find multi-
hop paths between nodes. Multi-hopping poses several new
challenges in the design of ad hoc routing protocols.

Many researchers have focused on designing efficient
routing protocols for ad hoc networks considering reduc-
tion in routing overheads. Broadly, these are classified
as " on-demand" protocols e.g. Dynamic Source Routing
(DSR) [2], Ad hoc On-demand Distance Vector (AODV)
[11], Temporally Ordered Routing Algorithm (TORA) [10].
Unlike, more traditional " proactive" protocols such as link-
state or distance vector, on-demand protocols attempt to
reduce the routing overheads by initiating route discovery
only when a pair of nodes needs to communicate. Previous
performance studies [3] have shown better overhead savings
for on-demand protocols as opposed to proactive ones.

There are problems with on-demand protocols. Since
routes are computed only on-demand, route discovery la-
tency can add to the end to end delays, unless a previously
computed "cached" route is available. Buffering of data
packets during the route discovery process can also con-
tribute to packet losses due to buffer overflow. With single
path routing, this problem becomes severe as the network
becomes more dynamic. Frequency of route discovery in-
creases with increase in the rate of link failures. Also, since
each route discovery incurs substantial packet overheads, its
frequency impacts the performance. The frequency can be
controlled by computing multiple paths with a single route
discovery. This will improve the overall performance.

There are protocols like DSR and TORA having built
in capability for computing multiple paths. But each of
them suffers from a different set of performance problems.
DSR uses source routing, by virtue of which it can detect
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loops easily and can gather a lot of routing information per
route discovery. However, aggressive use of route caching,
lack of effective mechanisms to purge stale routes and cache
pollution leads to problems such as stale caches and reply
storms. These problems not just limit the performance ben-
efits of caching multiple paths, they can even hurt perfor-
mance in many cases [12]. These problems are, however,
have been addressed in [7] [4]. TORA, on the other hand,
builds multiple loop free paths without the use of source
routing and uses an interesting idea called "link reversal" to
recover from link failures. Performance studies have shown
that TORA suffers from high overheads of maintaining mul-
tiple paths [3]. For these reasons some researchers have
described multi-path version of AODV, known as AOMDV
[6], because AODV has demonstrated better performance
for large networks than DSR. Primary objective behind the
design of AOMDV was to provide efficient fault tolerance
in the sense of faster and efficient recovery from route fail-
ures. The key feature of the protocol was the on-demand
computation of multiple loop free link disjoint paths. Multi-
path routing and its performance has also been reported in
[8] for DSR.

In ad hoc environment, reliability is a factor that one can
not ignore, due to lossy nature of wireless links. In this
paper, we have developed an analytical framework for com-
puting the reliabilities of routes. Multipathing improves the
route reliability. We have also investigated to what extent
and what kind of multipathing one should go for. Our ap-
proach is general in the sense that it is applicable to a single
path, multi-path or a combination of both. Also, the ap-
proach is simple enough to compute and apply so that re-
liability may act as a metric for routing path selection. A
high level protocol, for selecting the most reliable set of
routes from the many redundant paths that may exist in the
network, is recently proposed in [9]. They have taken path
stability or resistance to failure as a measure of reliability of
any path. Simply put, a reliable path is one with low proba-
bility of failure. In order to provide high resistance to fail-
ure, they have concentrated on finding paths with no link or
node overlap; that is, disjoint path. In this paper, however,
we have not considered what should be the measure of reli-
ability of any path, and what should be the criteria to select
a reliable path. We have simply developed a mathematical
frame work to compute the reliability of a path, in general,
if individual link reliabilities are known apriori.

This paper contains five sections. In section 2, we de-
scribe the problem formulation and major issues. Section 3
is devoted to reliability models. Section 4 contains results
and discussions, and finally section 5 is for conclusions.

u
d

Figure 1. Route establishment in AODV

2. Problem Formulation and Major Issues

The major issue that we have addressed, how reliable
a path is, based on the individual link reliabilities. Algo-
rithms like AODV which provide a single path should deter-
mine whether a path returned by an intermediate node to the
source is reliable or not. If a path is not reliable or it is timed
out during the journey of a data packet, the packet might
be lost. This situation is illustrated in Figure. 1, where a
source node s has initiated a route discovery to destination
d by transmitting a route request (RREQ) packet. It's neigh-
boring node does not have a path to destination, therefore, it
forwards the RREQ to it's neighbors, and so on. Suppose an
intermediate node i has a path to the destination, therefore,
it sends a route reply (RREP) to the source. As soon as the
source receives the RREP, a forward path is setup and the
source sends actual data packets through this path. If the
path is timed out during the packet travel, the packet is lost.
In algorithms like DSR, which rely on a cached route, the
problem is more severe because if the cached route is timed
out during the packet travel, the packet is lost.

In case of algorithms which provide multiple paths be-
tween a given source and destination pair like TORA,
AOMDV, if the reliabilities of routes are known in advance,
a route which is more reliable might be chosen for sending
data packets. Eventually, it may happen that a path which is
more reliable, is longer than the path which is less reliable.
In that case we may have a reliability versus delay trade-off.
In the scenarios where route discovery is on-demand, path
reliability is also as important as delays.

The next issue we have considered is that how multi-path
routing improves the reliability, and for how many multiple
paths one should go. Our approach for reliability analy-
sis is generalized in the sense that it is able to incorporate
single as well as multiple paths simultaneously between a
given source and destination pair. Furthermore, we have
computed the reliability of a general path independent of
any routing protocol. Also, the approach is simple enough
to compute and apply so that reliability may act as a met-
ric for routing path selection. Again, we emphasize that in
this paper, however, we have not considered what should be
the measure of the reliability of any path, and what should
be the criteria to select a reliable path. We have simply de-
veloped a mathematical frame work to compute the relia-
bility of a path, in general, if individual link reliabilities are
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Figure 2. Multi-path

known apriori.

3. Reliability Models

We have used the term hop for a connection between two
adjacent nodes. A link may contain one or more than one
hops. A path contains one or more than one links. For sim-
plicity, we have first described a simple reliability model
and then we have extended it to a more general one.

c r '

Figure 3. A unified model of link representa-
tion

failed. The path from source to destination will be unreli-
able when all m paths have failed. Let L denotes that all m
paths have failed, then,
p(Z)=p(nj=_1LJ)

= mj1PLj, w h e r e L j L j 1 φ j
Now, for each path,
PLj = 1 - P L j 1 j m , and,

P(L) = \-P(L) _
= 1-UJ=1P(LJ)

Rm 1 l-UJ=1(l-rj) 2

Generalizing equation 2 for multi-hop links, we have,

Rm 1 i- n™=i(i i 1r i 3

3.1. Simple Reliability Model

3.1.1. Single Path
Suppose there are n + 1 nodes in a route from source
to destination, both inclusive. In other words, there are n
single hop links between source s and destination d. The
source s is connected to an intermediate node 1 via link l1,
node 1 to node 2 via link l2 ,...., node i - 1 is connected
to node i via link li, ..., node n - 1 is connected to node
d via link ln. The whole path will be reliable if each link
is functioning properly. Therefore, path reliability, R, is the
probability that each link is functioning properly. If Li is a
random variable denoting that a link i is functioning prop-
erly, then,

= n1 PLi , where, L i L i 1 φ i V;
= n 1 r i , where, r i PLi 1

The equation 1 comes from the fact that each link is
assumed to be independent. It can be shown from equation

1, how the reliability of a single path degrades with the
increase in number of hops.

3.1.2. Multi-path
The question that comes to mind is how to increase the re-
liability of a route. One simple scheme is using path redun-
dancy i.e. replicate path with small reliabilities. For sim-
plicity, consider m single-link single-hop paths between two
nodes, say source s and destination d, as shown in Figure.2.
Suppose the random variable Lj denotes that link lj is func-
tioning properly. Consequently, Lj denotes that link lj has

3.2. General Reliability Model

To compute the reliability of any general path, let us de-
scribe a way of link representation, which we call unified
approach for link representation. We assume that a path
consists of links. Among these links, some links might be
consisting of further links. A link can be a single hop link or
a multi-hop link. Suppose there are n links from source to
destination connected in series. Each of these links might
have multiple multi-hop paths. In general, lijk repre-
sents ith link, where, i = 1,2...., n jth path of ith link, and
Mi hop of the jth path. The subscript k, i.e. number of
hops is known if i and j are known. Therefore, k = hij
represents number of hops in jth path of ith link.

Suppose the nodes are numbered as shown in Figure. 3,
and there are m1 paths from node q to q 1, m2 paths
from node q 1 to q2 and so on, there are mi paths
from node q i - 1 to node q i . Further, from node
q to q 1, path 1 has number of hops, h11, path 2 has
h12, and so on, path j has h1j, and finally path m1 has h1m1.
Similarly and so on, from node q + i 1 to node q + i,
path 1 has number of hops hi1, path 2 has hi2,...., path j has
hij,...., path mi has himi. Finally, from node q + n 1 to
node q + n, path 1 has number of hops hn1, path 2 has

hn2,...., path j has hnj, , path mn has hnmn.
Total number of hops from node q to q 1 is,
N = ^=1lf=1hij 4
Total number of paths,

M = UUmr
Average number of hops per path,
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Figure 4. A multi-path route which can be di-
rectly matched to link representation model
without any transformation

Figure 5. A multi-path route which needs
some transformations to conform to the link
representation model

.(5)
i1

Average number of hops per link,

Hl = mj11h1jm1 + mj

( I j i i hijmi + m j n 1 h n j m n

(6)

Lemma : H l βHp, where β > 1
Proof : From equations 5 and 6,

Y" rj-Y/5, hi,]
P ni m i H . . ... •(7)

i
From our definition, it follows that a path is made up of
one or more links, and links are containing one or more
hops. If there is a single path, every hop of that path is
assumed to be a single hop link. With this assumption, β,
which we say, path complexity factor (PCF), is > 1 for a
multi-path route, and is exactly 1 for a single path route.
This completes the proof.

Now, if the reliability of single hop is r, then, path
reliability

The above expression is obtained assuming that all the hops
in a path from node q + i1 to node qi are equally
reliable. More generally, if the hops within any path have
different reliabilities, then,

* = n?=i {i-iiju ( i-nJW)] (8)
This equation is fairly general to model any loop free path,
single as well as multiple, between a single source and a
single destination.

Figure. 4 shows a multi-path route which can be di-
rectly conformed to the link representation model without
any transformation, therefore, the above model can be ap-
plied directly to this type of route, and path reliabilities can
be computed. However, there is a path shown in Figure. 5,
which requires simple transformations (like -Y and Y-

alc= 1.0

alc= 1.2

) alc = 2.2

alc = 2.4

alc = 3.0

Figure 6. Average link clustering for different
types of multi-paths

used in electrical circuits ) to conform it to the link repre-
sentation model before computing the path reliability using
the above model.

4. Results and Discussion

Figure. 7 shows how path reliability varies with hop re-
liability for different average link clustering (alc). A com-
putation of alc is shown in Figure. 6. It is clear that if
we increase individual hop reliabilities, the overall path re-
liability also increases. The alc characterizes the number
of additional intra-path links added to provide multi-path
feature between intermediate nodes. If alc = 1, it means
that there is a single path between the source and the des-
tination, and for a multi-path system, alc > 1. We have
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Figure 7. Path reliability vs hop reliability

computed alc using, alc = c i 1

 l i c , where l i i s t h e number
of links in ith cluster and c is the number of clusters be-
tween source and destination. In Figure. 8, we have plotted
path reliability versus average link clustering. Path reliabil-
ity increases with the increase in alc and becomes almost
constant around alc = 3. The reason is that the number of
multiple paths between source and destination is exponen-
tially increased with alc. In case, there is a single cluster of
links between source and destination, number of multiple
paths is equal to alc. Therefore, alc = 3 and hop reliability
= 090, gives path reliability 0999. We can have a trade-off
between alc and individual hop reliabilities. If hop reliabil-
ities are much low ( 050), we can have slightly larger
value of alc 3), otherwise 1 < alc < 2 will suffice for all
practical purposes. In our results, we have taken the number
of link clusters, c = 5. Here, alc = 2 means that there are 32
multiple paths, and alc 14 means 4 multiple paths (not
necessarily link disjoint).

Figure. 9 shows path reliability versus number of multi-
ple paths. The overall path reliability increases as the num-
ber of multiple paths is increased. Again, if we have low in-
dividual path reliabilities, number of multiple paths to get a
highly reliable overall path between source and destination
is larger. For individual path reliabilities around 090, over-
all path reliability becomes almost constant beyond number
of multiple paths equal to 3. If the individual path reliabil-
ities are lower (e.g. 050), around 6 paths will provide suf-
ficient reliabilities for all practical purposes. It infers that if
a routing protocol provides three or more than three multi-
paths, it can be considered reliable. The path complexity
factor, β, increases rapidly with average link clustering, as
shown in Figure. 10. If we increase alc, number of multiple
paths increases, thereby increasing β.

Path reliability versus hop reliability for inter-path multi-
plicity is plotted in Figure. 11. By inter-path multiplicity we
mean that there are multiple link disjoint and node disjoint
paths from source to destination. These paths may have dif-
ferent number of hops. The hop difference factor (hdf) is

Average Link Clustering

Figure 8. Path reliability vs average link clus-
tering

Figure 9. Path reliability vs number of multiple
paths

Average Link Clustering

Figure 10. β vs average link clustering
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tiplicity. We have also investigated for how many multiple
paths one should go. Moreover, the hop difference among
different multiple paths may have adverse effects on overall
path reliability. Our approach is simple and general so that
path reliability may act as a metric for a routing path selec-
tion, but how path reliability may act as a metric for path
selection and what should be the actual parameter charac-
terizing the reliability in ad hoc networks, that forms our
future work.
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