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ABSTRACT 

Data security is of utmost concern in the present information age characterized by a 

phenomenal increase in the rate at which information is being disseminated. Financial and 
banking transactions are increasingly being conducted electronically. In such electronic 

transactions, the security of the information being transacted is of utmost significance. An 

area where security is also of concern is in personal identification systems where the demand 

is for fast and reliable identification of people and verification of their documents. Tools 
based on principles of cryptography [Stallings,1999] are being used to ensure security, 
integrity and authentication of data. The security of cryptosystems is being enhanced by 

using more powerful algorithms and larger key lengths to encode data which in turn would 
require more computing time and power. When large amounts of data are to be encoded, 

these requirements may turn out to be the system bottleneck. Optical processing systems with 

their inherent parallelism and high connectivity [Yu and Jutamulia, 1992; Vanderlugt, 1992; 
Goodman, 1996] have the potential to encrypt large blocks of data in parallel using very 

long keys which makes such systems faster as well as more secure. 
Optical systems have many features which make them attractive for data security 

applications rJavidi, 1997b1. Firstly, optics offers many degrees of freedom to encode data 
more securely. For example, information encoded using phase of the light cannot be copied 

by an intensity sensing device. Secondly, optical signals are two-dimensional compared to 
electrical signals which are one-dimensional. This fact makes optical devices inherently 

capable of processing two-dimensional data like images. Moreover, most of the electronic 

processors are limited to serial processing. Hence, optical systems can process and transmit 

large amount of information in parallel and have higher throughput rate compared to their 

electronic counterparts. 
Optical security systems can be classified into two categories based on the type of 

application, namely security verification, and encryption of data. With rapid advances in 

computers, CCD technology, printers scanners and copiers it has become increasingly 
possible to counterfeit the holograms. The holographic pattern can be photographed or 
captured by a CCD camera and a new hologram synthesized. Optical pattern recognition 
techniques [Yu and Jutamulia, 1998] have been used to develop foolproof security systems 



[Javidi and Homer, 1994b, Javidi etal, 1995]. One of the first proposed methods [Tavidi and 

Horner,1994b] uses a scheme of complex phase/amplitude patterns that cannot be copied by 

an intensity detector such as CCD camera. A phase mask is bonded permanently and 

irretrievably to a primary identification amplitude pattern such as a fingerprint or a signature. 

The verification of the document is done by a nonlinear joint transform correlator. Optical 

processing systems has been used to encrypt data.. In 'Double random phase encoding 

method' [Refregier and Javidi, 1995a], a VanderLugt 4-f optical system encrypts a primary 

image to a noise like image by using two random phase masks in the input and Fourier plane. 

The random phase masks serve as the key to the encrypted data. One needs to know the 

random phase used for encryption to decode the data. The key used in optical encryption 

methods are more difficult to break due to the requirement of using sophisticated optical 

techniques. Thus optical encoding techniques provide safety from attacks used in digital 

methods. 
Optical methods are more advantageous when data is to be encrypted in the optical 

domain as in a holographic memory. Encrypted optical memory is emerging as one of the 

major applications of optical encryption. Many optical encryption techniques have been 

proposed to secure data stored in holographic memories [Heanue, 1995; Matoba and Javidi, 

1999a,b,c; Tan etal, 2000]. Encrypted optical memory restricts the use of the stored data to 

people having a knowledge of the key. 

The proposed thesis reports the results of investigations on some new optical 

architectures for data encryption. These architectures use the many degrees of freedom 

offered by an optical system to encode information using phase and polarization of coherent 

light resulting in enhanced security. Presented is a new optical encryption algorithm to 

encode data in the fractional Fourier domain, theoretical analysis and simulation studies of 

the algorithm. Experimental realizations are presented of fractional domain encoding using 

quadratic phase systems and anamorphic optical systems. Holographic storage secured using 

fractional domain encoding has been demonstrated. An encryption system based on 

polarization encoding of light is discussed. The study also includes a proposal for a non-zero 

order joint transform correlator for space-variant pattern recognition. 

Chapter 1 contains an introduction and overview of the research in the area of optical 

security using optical information processing techniques for security verification and data 



encryption. It includes a discussion on the optical pattern recognition techniques used for 

authentication and security verification, various techniques used for data encryption and to 

secure holographic memories. 

Chapter 2 reports the experimental realization of an optical encryption system based 

on photorefractive crystal. Double-random phase encoding is used as the method of 

encryption. The decryption of the image is done by generating a conjugate of the encrypted 

image through phase conjugation in a photorefractive crystal. The use of phase conjugation 

results in near diffraction-limited imaging. Also, the key that is used during encryption can 

also be used for decrypting the data thereby alleviating the need for using a conjugate of the 

key. The effect of finite space-bandwidth product of the random phase mask on the 

encryption system performance is discussed. The chapter also includes a theoretical analysis 

of the sensitivity of the system to misalignment errors of Fourier plane random phase mask. 

In Chapter 3, a new optical encryption algorithm is discussed. The algorithm 

encrypts two-dimensional data to a stationary white noise by two statistically independent 

random phase codes in fractional Fourier domains. The input-, encryption-, and output planes 

are related by fractional Fourier transforms. The fractional orders used for encryption in 

addition to the random codes forms the key to the encrypted data. To decrypt the data 

correctly, one needs to know the key in its entirety, which makes the method more secure as 

compared to the earlier methods. A numerical simulation to analyze the performance of the 

proposed method is also presented. 

Chapter 4 presents some optical architectures which encode a primary image to a 

stationary white noise by using two statistically independent random phase codes. The 

encoding is done using a quadratic phase system (QPS) in the fractional Fourier domain. The 

optical distribution in any two planes of a QPS are related by a fractional Fourier transform 

of the appropriately scaled distribution in the two input planes. Thus a QPS offers a 

continuum of planes where encoding can be done. The six parameters which characterize the 

QPS in addition to the random phase codes fotin the key to the encrypted image. Results 

from an experiment to secure a holographic memory using the proposed method are 

presented. 



Chapter 5 contains a theoretical analysis of the encryption using QPS in terms of the 

transformation by QPS. If the space-bandwidth product of the signal exceeds that of the 

optical system, it could lead to specular noise and loss of information when the signal is 

decrypted. This aspect has been pointed out by Neto and Sheng [1996]. A procedure to 

design an encryption system using quadratic phase systems taking into account the space- 

bandwidth product considerations is also outlined. 

Chapter 6 discusses an anamorphic optical system to encrypt a two-dimensional data 

in the fractional Fourier domain using anamorphic fractional Fourier transform. The 

proposed method exploits the capability of an optical system to process information in two 

dimensions by using two different sets of parameters along the two orthogonal axes to 

encode the data. The FRT parameters along with the random phase codes constitute the key 

to the encrypted data. The knowledge of the key is essential to the successful decryption of 

data. The conjugate of the encoded data generated through phase conjugation is used for• 

decoding. The proposed method is used to secure a holographic memory. The data stored in 

the memory can be accessed only if one knows the key to the encrypted data. Results from an 

experimental realization of a secure holographic memory encrypted using the proposed 

method are presented. 

Chapter 7 discusses the principle of an optical encryption system that uses the 

polarization of light to encrypt a binary image. The encryption is done by an exclusive-OR 

(XOR) operation between the image and a random phase code (key to encrypted data)• The 

XOR operation is done in the polarization domain of coherent light by using two ferroelectric 

liquid crystal spatial light modulators (FLCSLMs). The information encoded as polarization 

states of coherent light is converted to intensity variations by using a polarizer. The 

decryption of the encrypted data is done by a second XOR operation between the encrypted 

image and the key. The chapter contains the details of an experimental realization of the 

proposed encryption system and the results obtained. 
The proposed thesis also contains a study on a non-zero order joint transform 

correlator for space variant pattern recognition. Though shift or space invariance is a 

desirable property for pattern recognition applications in general, there are certain 

applications where a specific object needs to be detected only if it is located within a certain 

area. These applications demand a space-variant recognition. Chapter 8 reports a space- 



variant correlator using a joint transform correlator(JTC) architecture [Li etal, 1998; Yu etal, 

1998; Lu etal, 1997; Javidi etal, 1991}. The reference and target images of a JTC are 

modulated by a random phase function which is the sample of a stationary white process 

ergodic in mean and variance. The degree of shift-variance can be varied by changing the 

variance of the random phase function. The joint power spectrum (JPS) is a sinusoidally 

varying function with a spatially nonvarying average value. This property is advantageous in 

optical implementations when the JPS is captured by devices like CCD with a limited 

dynamic range. The zero-order and the correlations approach delta functions in the 

correlation plane. By subtracting from the JPS a constant value equal to its spatial average, 

the undesirable zero-order can be eliminated. The chapter contains the theoretical analysis 

and details of an experimental analysis of the proposed correlator, 

Chapter 9 contains a summary of important conclusions and scope for future work in 

the area of optical security. 
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