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Abstract 

Information security is the most vital and challenging aspect for government 

organizations, military activities, e-commerce, business, information transfer, 

identification, verification, and other day-to-day processes. Therefore, day by day the 

demand for more secure, faster and powerful encryption technique is escalating. Recently, 

optical information security schemes have evolved as new candidates to keep the 

information protected, and to make accessible the original data to the authorized users. 

The main reason for the interest among many researchers toward optical security systems 

is due to many degrees of freedom afforded by optics, such as amplitude, phase, 

wavelength, spatial frequency, polarization, and optical angular momentum. Exploitation 

of the coherent nature of a laser beam for fast and parallel 2-D complex optical 

processing offers many advantages. Secured transportation and storage employing optical 

techniques have been developed more significantly into powerful and deterrent methods. 

The problems pertaining to information-security-related incidents, intellectual property 

protection, counterfeiting, piracy, falsified identification of documents and other similar 

predicaments may be solved efficiently with modem optical encryption systems. 

One of the most exhaustively studied optical encryption scheme is the `Double 

Random Phase Encryption' (DRPE) scheme. It employs two statistically independent 

random phase masks (RPMs), one at the input plane with the input image and the other at 

the Fourier plane to convert the original image into stationary white noise. Variants of the 

DRPE in the fractional Fourier and the Fresnel domain enhance the security. A theoretical 

study of the DRPE in terms of the key size shows that the number of attempts required for 

retrieving both the encryption keys, is large and increases exponentially with an increase 

in the number of pixels. The numbers of combinations are computationally intractable 

and inconceivable in term of time required for decryption. Dependence of brute force 



attack on the number of phase levels, and number of pixels of the RPM makes the DRPE 

scheme difficult to break. The DRPE scheme has also been shown robust against the 

blind decryption. 

However, recent cryptanalysis of the DRPE has revealed its weakness against 

different types of attacks like impulse function-, known-plaintext-, chosen-plaintext, and 

heuristic algorithm based attacks. Variants of the DRPE in the Fourier, fractional Fourier, 

and Fresnel domain are also prone to these attacks. For example, the most important key 

of the amplitude based DRPE, the Fourier plane RPM, can be cracked with a single 

impulse function attack. Chosen-plaintext attack methods have also demonstrated the 

vulnerability of the Fresnel domain DRPE. With the more powerful known-plaintext 

attack, an attacker can reveal both the RPM keys of the DRPE with a plaintext-ciphertext 

pair. The security of DRPE in the Fourier domain is also found susceptible to the known-

plaintext attack, when simulated annealing heuristic algorithm is used to estimate the key 

strengths. Cryptanalysis of the Fresnel domain DRPE has revealed that instead of the 

original set of keys, a different set of keys can be employed by the attacker to breach the 

security. 

In some of the optical verification systems, the information about the original 

image is encoded into phase-only-masks (POMs) using phase retrieval algorithms. The 

output image is obtained when the POMs are employed in a 4-f correlator set-up. These 

methods avoid the recording of complex encrypted information in the form of stationary 

white noise, as encryption is performed with iterative methods. The generation of POMs 

with phase retrieval algorithms is a time consuming process. The POMs for the Fresnel 

domain enhance the security with an increase in the number of keys. Increase in the 

number of POMs with multiple phase retrieval algorithms further improves the security. 

Different algorithms have been proposed to improve the mask generation process, but still 



iterative processes make them computationally intensive. Optical interference based 

analytical process of `the POMs' generation does not require iterative methods for the 

masks' design. Analytically designed POMs modulate the wavefront of the incident 

beams, and interference of the modulated wavefront generates the optical image at the 

output plane. 

Secure holographic memory systems can protect valuable data in three ways, 

when the RPM is introduced as an encryption key. In the first method, the object beam is 

encrypted. In the second method, the RPM encodes the reference beam. The third method 

has both the object and the reference arm encoded. The wavelength, random phase codes 

and their size, position and distance from the recording medium are the encryption keys. 

These encryption keys allow access or deny information to the user during the decryption 

process. 

In this thesis, a strong motivational basis for the research on the optical 

encryption system is to circumvent the problems related to the security aspect of different 

above mentioned encryption schemes. Chapter 1 provides an overview of the different 

optical encryption schemes. Vulnerabilities of the DRPE scheme against different types 

of attacks are discussed in brief. The cryptanalysis of the DPRE in this chapter provides 

an insight into their weaknesses and reasons due to which different types of attacks are 

able to breach the scheme. A succinct survey of the iterative algorithm based encryption 

scheme brings into limelight that these processes are slow due the iterative nature of 

phase masks generation. Holographic security systems are also discussed. 

In chapter 2, the DRPE scheme in the fractional domain is proposed in order to 

improve the security, with the addition of rotation angle of the in-plane rotation of 

modified Lohmann's second type system. An increase in the numbers of encryption 

parameters makes the scheme more secure. As the security of the DRPE scheme suffers, 



due to the transformation of impulse function into a unit function, therefore it needs to be 

taken into consideration to eliminate the vulnerability of the scheme. Issues related to the 

vulnerabilities of the DRPE scheme are solved with different methods in chapters 3 and 

4. In these chapters, the most important issue is to provide the immunity against the 

impulse function attack, and to enlarge the number of security keys with the introduction 

of new methods. 

An optical encryption scheme based on an analytic method for the generation of 

the phase masks, under convergent random illumination is investigated in chapter 5. 

Analytical method for the phase masks generation based on the optical interference 

method removes the iterative process, but suffers from an inherent silhouette problem and 

stringent alignment requirements. Removal of the silhouette problem with jigsaw 

transformation and a simple alternative method for the optical implementation using a 

single spatial light modulator, is discussed in chapter 6. 

Holographic security systems mainly employ the plane wavefront for the 

illumination of the RPMs. Enhancement in security by use of convergent random 

illumination is discussed in chapter 7. Finally, some conclusions and suggestions for 

future work are outlined in chapter 8. 
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